The health and various ways to improve healthcare systems are one of the most concerns of human in history. By the growth of mobile technology, different mobile applications in the field of the healthcare system are developed. These mobile applications instantly gather and analyze the data of their users to help them in the health area. This volume of data will be a critical problem. Big data in healthcare mobile applications have its challenges and opportunities for the users and developers. Does this amount of gathered data which is increasing day by day can help the human to design new tools in healthcare systems and improve health condition? In this chapter, we will discuss meticulously the challenges and opportunities of big data in the healthcare mobile applications.
2-Opportunities with Big Data in Mobile Healthcare

2-1-Recommendation Systems in HealthCare mobile applications
With high-level data processing data, recommender systems offer most relevant products to people [11] . recommender systems in mhealth apps are divided into 5 groups [12] .
1-Nutrition:
This group of mhealth apps offers users to consume calories and food in areas such as obesity [13] [14] [15] .
2-Physical Activities:
This category of mhealth apps offers physical activities to users [16] [17].
3-Nutrition and Physical activities:
In this type of mhealth apps, users are advised to consume food and exercise [18] [19]
4-Several Applicability Areas:
This type of mhealth apps uses various tools such as cloud, databases of health information, wireless sensors, user behavior and a prediction matrix to suggest recommendations in health and physiology to users [20] .
Due to the large volume of collected data with mobile phones and the existence of big data, this collected data can be used to improve the quality of Recommender Systems in mhealth apps.
2-2-Epidemic Surveillance Mobile Health Applications
Epidemiological surveillance systems are used to control and prevent diseases [21] . So, Due to availability of mobile phones, mhealth apps can play an effective role in preventing the spread of diseases around the world [22] and used in epidemiological surveillance systems . In the field of Ebola epidemic control, one of the most important challenges was access to high precision data. For this reason, a smartphone-based contact tracing system [23] has been designed and implemented in Guinea to access data analysis software. On the other hand, they can interact with people who are not visited and monitor them through GPS. In another study in Kenya, in order to diagnose the disease before the outbreak, a mobile-based disease surveillance prototype was used to report and analyze data [24] . Also, It can be seen mhealth apps for Malaria [25] 
2-3-Food Safety Monitoring
In recent years, progresses in sensor technology and connecting them with mobile phones have provided possibility of food safety analyst and drug diagnosis [35] . For example, a sensing smartphone designed to measure marine toxins that uses the data collected to detect the toxin [36] . Also, a tool designed to analyze honey's constituents [37] . Other examples of tools developed alongside the mobile phone are the a microfluidic chip designed to test the taste of red wine [38] , Escherichia coli (E. coli) detection in liquids [39] , monitoring tetracycline (TC) in milk [40] , diagnosis of aflatoxin-B1 in maize [41] , detection of BDE-47 in food samples [42] , detection of Peanut allergen in food samples [43] ,and analysis of catechols in water [44] . Big data can play an important role in the development of tools used in the field of food safety.
2-4-Microbiology and Medical Applications
One of the important topics in the field of health is the analysis of microbiology data and medical applications. Considering the potential of big data and mobile phones, many opportunities can be seen in the field of microbiology and medical applications [45] . For example, in genetics, a tool have been designed for imaging and sizing of single DNA molecules on smartphones [46] .
2-5-Aging
Today, One of the important issues is increasing the number of elderly people in societies and one of the main challenges is caring them [47] . Recent developments in the field of mobile health show that mobile devices and data collected by mobile devices can play an important role in improving the quality of healthcare for the elderly [48] . Examples of mhealth apps for ageing are mobile apps for caregivers [49] and sleep [50] [51].
2-6-Air Quality
One of the important issues in the health issue is air quality, which has a direct impact on human health and big data can play an important role in this area [9] . With the development of various mhealth apps in the field of health, we are witnessing the development of the applications in the field of air quality [52] [53] [54] . For example, AirRater [55] is a system with environmental monitoring in the field of air pollution and pollen, which allows users to use a mhealth app for getting advice on health such as asthma and allergic rhinitis.
3-Challenges with Big Data in Mobile Healthcare
3-1-Security and Privacy
Security in big data is divided into four parts: data collection, data storage, data analytics, and knowledge creation [8] [56]
5-Data Collection
At this point, the security issues associated with data collection are emphasized. In the mhealth domain, mobile phone security plays an important role in data collection. Health app itself can also be considered a threat because its developers are anonymous and there is no information about how to use the collected data and there are also a variety of attacks such as denial-of-app attack [57] . Bluetooth connection between mobile phone and peripheral devices such as smart watch can jeopardize data transfer security [58] . Phishing and Spoofing attacks are also other threats in the area of data collection [57] .
6-Data Storage
In this section, there are threats such as physical stolen data or illegal access to stored data [8] [56].
7-Data Analytics
At this point, the use of Data Mining Based Attacks for data analysis threatens patients and users [8] [56] . For example, collected GPS data is use in other topics [59] . The use of new data storage techniques can play an important role in preventing such attacks [60] .
8-Knowledge Creation
Information extracted from big data and release them could be a serious threat to users of mhealth apps [8] [56].
In the area of privacy, collaborators and actors in the field of data mining and big data, they play an important role in promoting the privacy of individuals. data provider, data collector, data miners and decision makers are people who access the data and can threaten the privacy of users [61] .
4-Conclusion
By using smartphones and installation of different apps, data registration of users is emerged and the concept of dig data is featured more than ever. According to this, data collection from the users by using cell phones and their data analysis has created many opportunities in the healthcare. With the analyzed data, strong applications in the fields of epidemiological surveillance, recommendation systems, food safety monitoring systems, microbiology and medical application, aging and air quality can be designed. On the other, security and privacy are the challenges of data collection in the healthcare.
